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LEG: About TCP

seguence without loss or duplication.

TCP (Transmission Control Protocol) provides areliable end to end service that delivers packets over the Internet. Packets are delivered in

Active Open

Listen

Server Application creates a Socket
The Socket is created in Closed state
Server setstheinitial sequence number to 100

Server application has initiated a passive open.
In this mode, the socket does not attempt to
establish a TCP connection. The socket listens
for TCP connection request from clients

Socket transitionsto the Listen state
Client Application creates Socket

The socket is created in the Closed state
Initial sequence number issetto 0

Application wishes to communicate with a
destination server using a TCP connection. The
application opens a socket for the connection in
active mode. In this mode, a TCP connection
will be attempted with the server.

Typically, the client will use awell known port
number to communicate with the remote Server.
For example, HTTP uses port 80.

LEG: Client initiates TCP connection

|Client initiated three way handshake to establish a TCP connection

SYN

»

src = Client_Port, dst = Servel
seq num=0

SYN Sent

>

SYN_ACK

"~ Port,

SYN

src=(

src=9
seq_num

seq_num

src = Server_Port, dst = Clien
=100, ack_num=1,
65535

ACK

src = Client_Port, dst = Serve
ack_pnum = 101, window =

Established

—

src = Client_Port, dst = Server_Port,
_num = 101, window = 5000

lient_Port, dst = Server_Port,

seq_ num=0

_ SYN_ACK
server_Port, dst = Client_Port,

=100, ack_num = 1, window =

65535

< SYN Received

t_Port,
vindow =

¥ _Port,
5000

ACK

Client setsthe SYN bit in the TCP header to
request a TCP connection. The sequence number
field isset to 0. Since the SYN bit is set, this
sequence number isused asthe initial sequence
number

Socket transitions to the SYN Sent state
SYN TCP segment is received by the server

Server setsthe SYN and the ACK hitsin the
TCP header. Server sendsitsinitial sequence
number as 100. Server also setsits window to
65535 bytes. i.e. Server has buffer space for
65535 bytes of data. Also note that the ack
sequence numer is set to 1. This signifiesthat the
server expects a next byte sequence number of 1

Now the server transitions to the SY N Received
state

Client receives the SYN_ACK TCP segment

Client now acknowledges the first segment, thus
completing the three way handshake. The
recelve window is set to 5000. Ack segquence
number is set to 101, this means that the next
expected sequence number is 101.

At this point, the client assumes that the TCP
connection has been established

Server receives the TCP ACK segment
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Eeblished — Now the server too moves to the Established
state
LEG: Short datatransfer
|Datatranster phase: Here a short data transter takes place, thus TCP slow start has little impact |
Data _ Client application sends 1024 bytes of datato
sze=1024 the socket
[ Split datainto TCP segments | This TCP connection limits TCP segmentsto
512 bytes, thus the received datais split into 2
TCP segments
TCP_Segment Thefirst TCP segment is sent with a sequence
Seq_num = 1, len = 512 number of 1. Thisis the sequence number for the
first byte in the segment.
(Note that unlike other protocols, TCP maintains
sequence numbers at byte level. The sequence
number field in the TCP header corresponds to
the first byte in the segment.)
TCP_Segment Bytesin the first TCP segment correspond to 1
séq_num = 513, len =51 to 512 sequence numbers. Thus, the second TCP
segment contains data starting with 513
sequence number
TCP_Segment
seq num = 1, len = 512
TCP_Segment Server receives both the segments
seg num =513, len= 512
Assemble TCP Segments | Server receives two consecutive segments, thus
it assembles the segments
Data Assembled Datais passed to the Server
size=1024 Application
P ACK Server acknowledges the data segments with the
~ ack_num = 1025 next expected sequence number as 1025 (TCP
typically sends an acknowledgement every two
received segments)
P ACK
~ ack_num = 1025
P Data Now server responds back with data for the
size=700 client
Split datainto TCP segments |
_TCP_Segment
seq_num = 101, len = 512
_TCP_Segment
seqnum = 613, len = 188
_TCP_Segment
seq_num = 1, len = 512
_TCP_Segment Client has received both the TCP segments
seq_num = 613, len = 18
| Assemble TCP Segments |
Data Socket passes datato Client application
size=700
ACK _ Client sends a TCP ACK with the next expected
ack_num =701 sequence number set to 701
ACK _
ack_num=701 =
LEG: Client initiates TCP connection close
[Client initiates TCP connection close
Close Client application wishes to release the TCP
o connection
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FIN _ Client sends a TCP segment with the FIN bit set
v in the TCP header
< FIN Wait 1 — Client changes state to FIN Wait 1 state
FIN _ Server receivesthe FIN
. ACK Server responds back with ACK to acknowledge
- the FIN
< Close Wait —~ Server changes state to Close Wait. In this state
the server waits for the server application to
close the connection
. ACK Client receives the ACK
< FIN Wait 2 —~ Client changes stateto FIN Wait 2. In this state,
the TCP connection from the client to server is
closed. Client now waits close of TCP
connection from the server end
. Close Server application closes the TCP connection
. FIN FIN is sent out to the client to close the
- connection
< Last Ack —~ Server changes state to Last Ack. In this state the
last acknowledgement from the client will be
received
P FIN Client receives FIN
ACK _ Client sends ACK
Close_Timer Client starts atimer to handle scenarios where
the last ack has been lost and server resends FIN
< Time Wait —~ Client waitsin Time Wait state to handlea FIN
retry
ACK Server receivesthe ACK
< Closed —~ Server moves the connection to closed state
>b___d_d_e_uz____
Close_Timer Close timer has expired. Thus the client end
= connection can be closed too.
< Closed —
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LEG: About TCP Slow Start

TCPIsan end to end protocol which operates over the heterogeneous Internet. TC
characteristics, thusiit has to adjust its behavior according to the current state of the network. TCP has built in support for congestion
control. Congestion control ensures that TCP does not pump data at a rate higher than what the network can handle.

In this sequence diagram we will analyse "Slow start”, an important part of the congestion control mechanisms built right into TCP. Asthe
name suggests, "Slow Start" starts slowly, increasing its window size as it gains confidence about the networks throughput.

has no advance knowledge of the network

Active Open

Listen

Server Application creates a Socket
The Socket is created in Closed state
Server setstheinitial sequence number to 100

Server application has initiated a passive open.
In this mode, the socket does not attempt to
establish a TCP connection. The socket listens
for TCP connection request from clients

Socket transitions to the Listen state
Client Application creates Socket

The socket is created in the Closed state
Initial sequence number issetto 0

Application wishes to communicate with a
destination server using a TCP connection. The
application opens a socket for the connection in
active mode. In this mode, a TCP connection
will be attempted with the server.

Typically, the client will use awell known port
number to communicate with the remote Server.
For example, HTTP uses port 80.

LEG: Client initiates TCP connection

[Client in

tiated three way handshake to establ

sh a TCP connecti

on

SYN

src = Client_Port, dst = Server_Port,

seqg num=0

SYN Sent ~

SYN_ACK

SYN

src = Client_Port, dst = Serve

seq num=0
_ SYN_ACK

src = Server_Port, dst = Clien
seq_num = 100, ack_num =1,

65535

Port,

t_Port,
indow =

<

SYN Received

>

src = Server_Port, dst = Client_Port,

seq_num
65535

ACK

»

100, ack_num = 1, window =

src = Client_Port, dst = Server_Port,

ack_jnum = 101, window =

Established —

5000

Client setsthe SYN bit in the TCP header to
request a TCP connection. The sequence humber
field is set to 0. Since the SYN hit is set, this
sequence number is used asthe initial sequence
number

Socket transitions to the SYN Sent state
SYN TCP segment is received by the server

Server setsthe SYN and the ACK bitsin the
TCP header. Server sendsitsinitial sequence
number as 100. Server also setsits window to
65535 bytes. i.e. Server has buffer space for
65535 bytes of data. Also note that the ack
sequence numer is set to 1. This signifies that the
server expects a next byte sequence number of 1

Now the server transitions to the SY N Received
state

Client receivesthe SYN_ACK TCP segment

Client now acknowledges the first segment, thus
completing the three way handshake. The
receive window is set to 5000. Ack segquence
number is set to 101, this means that the next
expected sequence number is 101.

At this point, the client assumes that the TCP
connection has been established



acknowledgements are received from the other end.

TCP Slow start isimplemented using two variables, viz cwnd (Congestion Window)and ssthresh (Slow Start Threshold). cwnd is a self

imposed transmit window restriction at the sender end. cwnd will increase as TCP gains more confidence on the networks ability to handle
traffic. ssthresh isthe threshold for determining the point at which TCP exits slow start. If cwnd increases beyond ssthresh, the TCP session
in that direction is considered to be out of slow start phase
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ACK Server receives the TCP ACK segment
src = Client_Port, dst = Server_Port,
ack_|num = 101, window = 5000
< Established — Now the server too moves to the Established
state
LEG: TCP Slow Start
A TCP connection startsin the "Slow Start” state. In this state, TCP adjusts its transmission rate based on the rate at which the

| cwnd = 512 (1 segment) |

[ ssthresh = 65535 ]

Slow Start

Data
size=_5120

[
>

| cwnd = 512 (1 segment)

| ssthresh = 65535

l
Slow Start

Client maintains a congestion window (cwnd).
Initially the window is set to lower of the
maximum TCP segment size and receiver's
allowed window size. In most cases the segment
sizeis smaller than receiver window, thus cwnd
is set to the maximum TCP segment size (512in
this example)

Note here that cwnd implements a transmitter
end flow control. The receiver advertised
window implements a receiver enforced flow
control.

TCP connections start with ssthresh set to 64K.
This variable will be used to determine the point
at which TCP exits slow start

Client end TCP connection moves to slow start
state

By the same logic, the server also sets cwnd to
512

Server end TCP connection moves to slow start
state

Client application sends 5120 bytes of datato
the socket

|Rounditri

p #1 of datatransmission

TCP_Segment
seq_num = 1, len = 512

TCP_Segment

seq num =1, len =512

_ ACK

P ACK
~ ack_num =513

| cwnd = 1024 (2 segments) |

" ack_num =513

The first TCP segment is sent with a sequence
number of 1. Thisis the sequence number for the
first byte in the segment.

Server acknowledges the data segments with the
next expected sequence number as 513

TCP typically sends an acknowledgement every
two received segments but in this case it times
out for another segment and decides to
acknowledge the only segment received.

Client receives the acknowledgement for the
first TCP data segment

Asthe TCP session isin slow start, receipt of an
acknowledgement increments the congestion
window by one 1 segment.

|Rounaitri

p #2 ot datatransmission

TCP_Segment
> num =513, len= g]

7]

Since the congestion window has increased to 2,
TCP can now send two segments without
waiting for an ack
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TCP_Segment

seg_num = 1025, len = 5

S

ACK

seq_num = 1025, len = 512

12

TCP_Segment
50 num =513, len= 512

TCP_Segment

ACK

" ack_num = 1537

" ack_num = 1537

cwnd = 1536 (3 segments) |

Receiver generates a TCP ACK on receiving the
two segments

Receipt for ack again moves the congestion
window

|Rounditrip #3 of data transmission |
TCP_Segment Now three segments can be sent without waiting
seg_num = 1537, len =3P for an ack
TCP_Segment
seg_num = 2049, len = 512
TCP_Segment
seq_num = 2561, len = 512
TCP_Segment Network delivers the three segmentsto the
seg_num = 1537, len =P destination server
TCP_Segment
seq_num = 2049, len =|512
P ACK TCP acknowledges receipt of two segments
~ ack_num = 2561
TCP_Segment
seq_num = 2561, len = 512
. ACK TCP times for another segment and
" ack_num = 3073 acknowledges the only pending segment
P ACK The TCP acknowlegements again increment
" ack_num = 2561 cwnd. Thistime two acks are received, so cwnd
will get incremented by 2
| cwnd = 2048 (4 segments) |
_ ACK
" ack_num = 3073
| cwnd = 2560 (5 segments) |
TCP_Segment Since cwnd has reached 5 segments, TCPis
seq_num = 3073, len 12 allowed to send 5 segments without waiting for
the ack
[Roundtrip #4 of datatransmission |

TCP_Segment
TCP_Segment
seg_num = 4097, len =
TCP_Segment

TCP_Segment

seq_num = 3585, len = 512

seg_num = 46009, len =|§12
seg num=5121, len =|§12
seq_num = 3073, len= 512

12

TCP_Segment

TCP_Segment

seq_num = 3585, len = 512

ACK

" ack_num = 4097

TCP_Segment

seq_num = 4097, len = E12

The 5 segments are received by the destination
server

TCP Ack is sent after first two segments
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TCP_Segment
seq_num = 46009, len =|512
. ACK Ack for next two segments
~ ack_num = 5121
TCP_Segment
seq num=5121, len= 512
. ACK Ack for last segment
" ack_num = 5633
. ACK Three acknowledgements will be received for
" ack_num = 4097 the 5 TCP segments. Now the cwnd has almost
started increasing geometrically for every round
trip between the client and the server.
| cwnd = 3072 (6 segments) |
P ACK
~ ack_num = 5121
| cwnd = 3584 (7 segments) |
P ACK
~ ack_num = 5633
| cwnd = 4096

[Roundtri

p #5 of datatransmission

TCP_Segment

TCP_Segment_

TCP_Segment:

TCP_Segment_

TCP_Segment:

TCP_Segment_

TCP_Segment:

TCP_Segment_

TCP_Segment

TCP_Segment_

ACK

TCP_Segment_

TCP_Segment:

ACK

‘TCP_Segment‘

TCP_Segment_

ACK

TCP_Segment_

TCP_Segment:
ACK

<.
«

_ ACK

| cwnd = 4608 (9 segments) |
. ACK

| cwnd = 5120 (IO segments) |
P ACK

| cwnd = 5630 (Il segments) |
ACK

<

cwnd = 6144

(12 segments) |

Thistime 8 TCP segments are sent

Ack for first two segments

Ack for next two segments

Ack for next two segments

Ack for next two segments

Now four acks will be received, thus moving
cwnd even more quickly
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| | | | |
Within afew more roundtrip interactions cwnd will exceed ssthresh. At this point the session will be considered out of slow start. Note that
the TCP connection from the client sideis out of slow start but the server end is still in slow start as it has not sent any data to the client.

Exiting dow start signifies that the TCP connection has reached an equilibrium state where the congestion window closely matches the
networks capacity. From this point on, the congestion window will not move geometrically. cwnd will move linearly once the connection is
out of slow start.

<

Congestion Avoidance

>

Once slow start ends, the session enters
congestion avoidance state. Thiswill be
discussed in a subsequent article.

LEG: Client initiates TCP connection close

[Client in

tiates TCP connection close

Close

\ 4

FIN

\ 4

FIN Wait 1

ACK

FIN

\ 4

ACK

A

Close Wait

FIN Wait 2

FIN

A

FIN

Close

A

A

Last Ack

ACK

Close _Timer

\ 4

Time Wait

Client application wishes to release the TCP
connection

Client sends a TCP segment with the FIN bit set
in the TCP header

Client changes stateto FIN Wait 1 state
Server receives the FIN

Server responds back with ACK to acknowledge
the FIN

Server changes state to Close Wait. In this state
the server waits for the server application to
close the connection

Client receives the ACK

Client changes stateto FIN Wait 2. In this state,
the TCP connection from the client to server is
closed. Client now waits close of TCP
connection from the server end

Server application closes the TCP connection

FIN is sent out to the client to close the
connection

Server changes state to Last Ack. In this state the
last acknowledgement from the client will be
received

Client receives FIN
Client sends ACK

Client starts atimer to handle scenarios where
the last ack has been lost and server resends FIN

Client waitsin Time Wait state to handle a FIN
retry

Server receives the ACK
Server moves the connection to closed state

Close timer has expired. Thus the client end
connection can be closed too.
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LEG: About TCP Congestion Avoidance

cwnd, TCP goes back to slow start.

We have already seen that TCP connection starts up in slow start mode, geometrically increasing the congestion window (cwnd) until it
crosses the slow start threshold (ssthresh). Once cwnd is greater that ssthresh, TCP enters the congestion avoidance mode of operation. In
this mode, the primary objective isto maintain high throughput without causing congestion. If TCP detects segment |oss, it assumes that
congestion has been detected over the internet. As a corrective action, TCP reduces its data flow rate by reducing cwnd. After reducing

Listen

Active Open

Server Application creates a Socket
The Socket is created in Closed state
Server setstheinitial sequence number to 100

Server application has initiated a passive open.
In this mode, the socket does not attempt to
establish a TCP connection. The socket listens
for TCP connection request from clients

Socket transitions to the Listen state
Client Application creates Socket

The socket is created in the Closed state
Initial sequence number issetto 0

Application wishes to communicate with a
destination server using a TCP connection. The
application opens a socket for the connection in
active mode. In this mode, a TCP connection
will be attempted with the server.

Typically, the client will use awell known port
number to communicate with the remote Server.
For example, HTTP uses port 80.

LEG: Client initiates TCP connection

|Client initiated three way handshake to establish a TCP connection

SYN
src = Client_Port, dst = Servel
seq num=0

"~ Port,

SYN Sent —

SYN

)

src = Client_Port, dst = Serv=e
seq_ num=0
SYN_ACK

65535

src = Sefver_Port, dst = Client_Port,
seq_num =100, ack_num =1,

indow =

<

SYN Recelved

_ SYN_ACK
src = Server_Port, dst = Client_Port,
seq_num =

65535

ACK

src = Client_Port, dst = Server_Port,
ack_pnum = 101, window = 5000

Established ~

100, ack_num = 1, window =

Client setsthe SYN bit in the TCP header to
request a TCP connection. The sequence number
field isset to 0. Since the SYN bit is set, this
sequence number isused asthe initial sequence
number

Socket transitions to the SYN Sent state
SYN TCP segment is received by the server

Server setsthe SYN and the ACK hitsin the
TCP header. Server sendsitsinitial sequence
number as 100. Server also setsits window to
65535 bytes. i.e. Server has buffer space for
65535 bytes of data. Also note that the ack
sequence numer is set to 1. This signifiesthat the
server expects a next byte sequence number of 1

Now the server transitions to the SY N Received
state

Client receives the SYN_ACK TCP segment

Client now acknowledges the first segment, thus
completing the three way handshake. The
recelve window is set to 5000. Ack segquence
number is set to 101, this means that the next
expected sequence number is 101.

At this point, the client assumes that the TCP
connection has been established
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cwnd = 512 bytes (1 segment)

Ssthresh = 65535 Dytes

<<

Established
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ACK Server receives the TCP ACK segment
src = Client_Port, dst = Server_Port,
ack_|num = 101, window = 5000

Now the server too moves to the Established
state

LEG: TCP Congestion Avoidance Operation

TCP connection begins with a congestion
window size of 1 segment

The slow start threshold starts with 64 Kbytes as
the threshold value.

| TCP session begins with "Slow Start”. See the sequence diagram on slow start for details

<<

Slow Start

>

Since cwnd < ssthresh, TCP stateis slow start

TCP congestion window gr‘ows from 512 bytes (1 segment) to
dsow start the congestion window was being incremented by 1 segment for every TCP Ack from the other end.

494/ (assuming no segment losses are detected during slow start). During

<

ACK

ack_num = 102048, window 3

Data _
TCP_Segment
seq|_num = 100000, len = 512
TCP_Segment
seq._num = 100512, len = 512
TCP_Segment
seq_num = 100000, len =512
TCP_Segment
seq_num = 100512, len = 512
Data o
ACK g
ack_num = 101024, window = 80000
P ACK
ack_num = 101024, window = 80000
| cwnd = 64947 + 512 = 65459 |
< Congestion Avoidance —
Data _
"| TCP_Segment_
seq|_num = 101024, len =512
TCP_Segment
seq_num = 101536, len = 512
TCP_Segment
seq_num = 101024, len =512
TCP_Segment
seq_num = 101536, len = 512
Data

ACK

ack_num = 102048, window = 80000

80000

\4

Client Application sends data for transmission
over the TCP Socket

Datais split into TCP Segments. The segments
are sent over the Internet

Datais forwarded to the server side application

Client acknowledges the last block and also
signals an increase in receiver window to 80000

Since TCPisin slow start, every ack leads to the
window growing by one segment.

At this point cwnd (=65459) > ssthresh (=65535)
thus TCP changes state to congestion avoidance.
Now TCP window growth will be much more
conservative. If no segment or ack losses are
detected, the congestion window will grow no
more than one segment per roundtrip. (Compare
this with geometric growth of 1 segment per
TCP ack in slow start)

More datais received from the client application
Client datais split into TCP segments

Datais forwarded to the server application

[cwnd 1sincremented using the formula: cwnd

=cwnd + (segment_size segment_S

ze) / cwnd)

ownd = 65450 + [(512 * 512) ] 65450] =

65459 + 4 = 65463
1

Now TCPisin congestion avoidance mode, so
the TCP window advances very slowly. Here the
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Data

\4

seq
AckTimer

TCP_Segment

| num = 102048, len = 512

TCP Segment

congestion

dropped due to

AckTimer

ssthresh = 65463/2 = 32731 |

cwnd = 512 bytes (1 segment) |

Slow Start

>

TCP_Segment

seq_num = 102048, len =

ACK

512
TCP_Segment

seq_num = 102048, len =

ACK

512

Data

“ack_num = 102560

K um = 102560

ownd = 512 + 512 = 1004 |

\ 4

window increased by only 4 bytes.
Data to be sent to server

TCP session sends out the data as asingle
segment

TCP session starts a ack timer, awaiting the TCP
ack for this segment.

Note: The above timer is started for every
segment. The timer is not shown at other places
asit played rolein our anaysis

Some node in the Internet drops the TCP
segment due to congestion

TCPtimes out for a TCP ACK from the other
end. Thiswill be treated as a sign of congestion
by TCP

When TCP detects congestion, it stores half of
the current congestion window in ssthresh
variable. In this case, ssthresh has been reduced
from 65535 to 32731. This signifiesthat TCP
now has less confidence on the network's ability
to support big window sizes. Thus if the window
size falls due to congestion, rapid window size
increases will be carried out only until the
window reaches 32731. Once this |owered
ssthresh value is reached, window growth will
be much slower.

Since current congestion has been detected by
timeout, TCP takes the drastic action of reducing
the congestion window to 1. Asyou can see, this
will have a big impact on the throughput.

cwnd (=1) is now lower than ssthresh (=32731)
so TCP goes back to slow start.

Dataisfinally given to the server application

Since TCPisin dow start, aTCP
acknowledgement results in the window
growing by one segment

|TCP window continues to grow exponentially until it reaches the ssthresh (=32731) value.

Data

size = 3072

>

TCP_Segment

size=512
TCP_Segment

size=512
TCP_Segment

size=512
TCP_Segment

sze=512

TCP_Segment

size=512

TCP_Segment

size=512

Six TCP segments are transmitted in the slow
start mode
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TCP_Segment
sze=512
TCP_Segment
sze=512
Data First part of the data is delivered
size=1024
P ACK
TCP_Segment
sze=512
TCP_Segment
sze=512
Data Second Pert of the data is delivered
size= 1024
P ACK
TCP_Segment
sze=512
TCP_Segment
sze=512
Data Third Part of the datais delivered
sze=1024
P ACK
. ACK Ack for the first two segmentsiis received
[ ownd=32730+512=33242 | TCPisin slow start so the congestion window is
increased by one segment
<< Congediion Avoldance > Now cwnd (=33242) > ssthresh (=32731), thus
the TCP session moves into congestion
avoidance
. ACK Ack for the next two segmentsis received
cwnd = 33242 + (512* 512)/33242 = Now the TCP window is growing very slowly by
33242 + 8 = 33250 approximately 8 bytes per ack
_ ACK Ack for the last two segmentsis received
cwnd = 33250 + (512%512)/33250 = Congestion window continues to advance at a
33250 + 8 = 33258 dow rate

LEG: Client initiates TCP connection close
|Client initiates TCP connection close |

Close Client application wishes to rel ease the TCP
connection

FIN Client sends a TCP segment with the FIN bit set
in the TCP header

< FIN Wait 1 —~ Client changes state to FIN Wait 1 state
FIN Server receivesthe FIN

ACK Server responds back with ACK to acknowledge
the FIN

< Close Wait —~ Server changes state to Close Wait. In this state
the server waits for the server application to
close the connection

ACK Client receives the ACK

< FIN Wait 2 — Client changes state to FIN Wait 2. In this state,
the TCP connection from the client to server is
closed. Client now waits close of TCP
connection from the server end

Close Server application closes the TCP connection

FIN FIN is sent out to the client to close the
connection

A

\ 4

\ 4

A

A

A




TCP - Transmission Control Protocol (TCP Congestion Avoidance)

Client Node

Internet

Server Node

EventHelix.com/EventStudio 2.0

Client

Net

Server

Client App

[ Client Socket

Network

Server Socket | Server App

04-Jul-03 14:29 (Page 13)

FIN

<<

l
Last Ack

—

<
<

ACK

Close_Timer

Time Wait

\ 4

Server changes state to Last Ack. In this state the
last acknowledgement from the client will be
received

Client receives FIN
Client sends ACK

Client starts atimer to handle scenarios where
the last ack has been lost and server resends FIN

Client waitsin Time Wait state to handle a FIN
retry

Server receives the ACK
Server moves the connection to closed state

Close timer has expired. Thus the client end
connection can be closed too.
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LEG: About Fast Retransmit and Fast
Recovery

TCP Slow Start and Congestion Avoidance lower the data throughput drastically when segment loss is detected. Fast Retransmit and Fast
Recovery have been designed to speed up the recovery of the connection, without compromising its congestion avoidance characteristics.

Fast Retransmit and Recovery detect a segment loss via duplicate acknowledgements. When a segment islost, TCP at the receiver will keep
sending ack segments indicating the next expected sequence number. This sequence number would correspond to the lost segment. If only
one segment islost, TCP will keep generating acks for the following segments. Thiswill result in the transmitter getting duplicate acks (i.e.
acks with the same ack sequence number)

Listen

Active Open

Server Application creates a Socket
The Socket is created in Closed state
Server setstheinitial sequence number to 100

Server application has initiated a passive open.
In this mode, the socket does not attempt to
establish a TCP connection. The socket listens
for TCP connection request from clients

Socket transitions to the Listen state
Client Application creates Socket

The socket is created in the Closed state
Initial sequence number issetto 0

Application wishes to communicate with a
destination server using a TCP connection. The
application opens a socket for the connection in
active mode. In this mode, a TCP connection
will be attempted with the server.

Typically, the client will use awell known port
number to communicate with the remote Server.
For example, HTTP uses port 80.

LEG: Client initiates TCP connection

|Client initiated three way handshake to establish a TCP connection

SYN

src = Client_Port, dst = Servel
seq num=0

Port,

SYN Sent

>

SYN

[

src = Client_Port, dst = Servel
seq_ num=0
_ SYN_ACK

~_Port,

src = Sefver_Port, dst = Client_Port,
seq_num =100, ack_num =1,
65535

indow =

<

SYN Recelved

src = Server_Port, dst = Clien

seq_num

src = Client_Port, dst = Serve
_num = 101, window =

SYN_ACK

100, ack_num =1,
65535

ACK

t_Port,
vindow =

¥ _Port,
5000

Client setsthe SYN bit in the TCP header to
request a TCP connection. The sequence number
field isset to 0. Since the SYN bit is set, this
sequence number isused asthe initial sequence
number

Socket transitions to the SYN Sent state
SYN TCP segment is received by the server

Server setsthe SYN and the ACK hitsin the
TCP header. Server sendsitsinitial sequence
number as 100. Server also setsits window to
65535 bytes. i.e. Server has buffer space for
65535 bytes of data. Also note that the ack
sequence numer is set to 1. This signifiesthat the
server expects a next byte sequence number of 1

Now the server transitions to the SY N Received
state

Client receives the SYN_ACK TCP segment

Client now acknowledges the first segment, thus
completing the three way handshake. The
recelve window is set to 5000. Ack segquence
number is set to 101, this means that the next
expected sequence number is 101.



TCP - Transmission Control Protocol (Fast Transmit and Recovery)
Client Node Internet Server Node EventHelix.com/EventStudio 2.0
Client Net Server
Client App | Client Socket Network Server Socket | Server App 04-Jul-03 14:29 (Page 15)
< Eeblshed — At this point, the client assumes that the TCP
connection has been established
ACK Server receives the TCP ACK segment
src = Client_Port, dst = Server_Port,
ack_|num = 101, window = 5000
< Established — Now the server too moves to the Established

State
LEG: Fast Retransmit and Recovery

| TCP Connection begins with slow start. The congestion window grows from an ini

tial 512 bytes to 70000 bytes

\
| cwnd = 70000 |

Data

size = 4096

|

| Segment datainto 8 TCP segments |

TCP_Segment
seq_num = 100000
TCP_Segment
seq_num = 100512
TCP_Segment
seq_num = 101024
TCP_Segment
seq_num = 101536
TCP_Segment
seq_num = 102048
TCP_Segment
seq_num = 102560
TCP_Segment
seq_num = 103072
TCP_Segment
seq_num = 103584

TCP_Segment

seq._num = 100000

TCP Segment with sequence number
100512 is lost

TCP_Segment

Data

»
|

size=512

seq_num = 101024

ACK

“ack_num = 100512

TCP_Segment

seq_num = 101536

ACK

“ack_num = 100512

TCP_Segment

seq_num = 102048
ACK

“ack_num = 100512

TCP_Segment

seq_num = 102560

Congestion window has reached 70000 bytes
Client App transmits 4K bytes of data

TCP segments data to 8 TCP segments (each
segment is 512 bytes)

TCP segment (start sequence number = 100000)
istransmitted

TCP segment (start sequence number = 100512)
is transmitted

TCP segment (start sequence number = 101024)
istransmitted

TCP segment (start sequence number = 101536)
istransmitted

TCP segment (start sequence number = 102048)
istransmitted

TCP segment (start sequence number = 102560)
istransmitted

TCP segment (start sequence number = 103072)
istransmitted

TCP segment (start sequence number = 103584)
is transmitted

TCP segment (start sequence number = 100000)
is delivered to the receiver

TCP passes 512 bytes of data to the higher layer

TCP segment (start sequence number = 100512)
islost due to congestion

TCP Segment with start sequence number
101024 is received. TCP realizes that a segment
has been missed. TCP buffers the out of
sequence segment as TCP cannot deliver out of
sequence data to the application.

TCP sends an acknowledgement to the Sender
with the next expected sequence number set to
100512.

TCP receives the next segment. This and the
following out of sequence segmentswill be
buffered by TCP.

TCP sends another acknowledgement with the
next expected sequence number still set to
100512. Thisis aduplicate acknowledgement

TCP keeps acknowledging the received
segments with the next expected sequence
number as 100512
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ACK

“ack_num = 100512
TCP_Segment

seq_num = 103072
ACK

“ack_num = 100512
TCP_Segment

seq_num = 103584
ACK

“ack_num = 100512

Fast Retransmit: TCP recelvesdu

plicate acks and 1t decides to retransmit the segment, without waiting for the segment timer to expire. This
speeds up recovery of the lost segment

ACK

<
ack_n

um = 100512
ACK

<
ack_n

um = 100512

Fast Retransmit

>

ACK

<
ack_n

um = 100512
ACK

<
ack_n

= cwn

2 = 70000/2 = 35000 |

um = 100512

TCP_Segment

seq_num = 100512

Client receives acknowledgement to the segment
with starting sequence number 100512

First duplicate ack is received. TCP does not
know if this ack has been duplicated due to out
of sequence delivery of segments or the
duplicate ack is caused by lost segment.

At this point TCP moves to the fast retransmit
state. TCP will look for duplicate acks to decide
if asegment needs to be retransmitted

Note: TCP segments sent by the sender can be
delivered out of sequence to the receiver. This
can also result in duplicate acks. Thus TCP waits
for 3 duplicate acks before concluding that a
segment has been missed.

Second duplicate ack is received

Third duplicate ack is received. TCP now
assumes that duplicate acks point to a segment
that has been lost

TCP uses the current congestion window to
mark the point of congestion. It saves the slow
start threshold as half of the current congestion
window size. If current cwnd is lessthan 4
segments, cwnd is set to 2 segments

TCP retransmits the missing segment i.e. the
segment corresponding to the ack sequence
number in the duplicate acks

Fast Recovery: Once the lost segment has been transmitted, TCP tries to mantain the current data flow by not going back to slow start. TCP
also adjusts the window for all segments that have been buffered by the receiver.

<

Fast Recovery

>

cwnd = ssthresh + 3 segments = 35000
+ 3*512 = 36536

ACK

<
ack_n

um = 100512

| cwnd =cwnd + 1 segment = 37048 |

ACK

“ack_num = 100512

| cwnd = cwnd + 1 segmen

T=37560 |

TCP_Segment

seq_num = 100512

In "Fast Recovery" state, TCPs main objectiveis
to maintain the current data stream data flow.

Since TCP started taking action on the third
duplicate ack, it sets the congestion window to
ssthresh + 3 segment. This halfsthe TCP
window size and compensates for the TCP
segments that have already been buffered by the
receiver.

Another duplicate ack is received. This means
that the receiver has buffered one more segment

TCP again inflates the congestion window to
compensate for the delivered segment

Y et another ack is received, thiswill further
inflate the congestion window

Finally, the retransmitted segment is delivered to
the server
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Data Now TCP can pass the just received missing
sze=3584 segment and all the buffered segments to the
application layer
P ACK Now TCP acknowledges al the segments that it
“ack_num = 104096 had buffered
. ACK The cummulative TCP ack is delivered to the
“ack_num = 104096 client
|Congestion Avoidance |
< Congestion Avoidance > The connection has moved back to the
congestion avoidance state.

[ ownd = ssthresh = 35000 | TCP takes a congestion avoidance action and
sets the segment size back to the slow start
threshold. The TCP window will now increase
by a maximum of one segment per round trip
LEG: Client initiates TCP connection close

|Client initiates TCP connection close |
Close Client application wishes to rel ease the TCP
v connection
FIN _ Client sends a TCP segment with the FIN bit set
v in the TCP header
< FIN Wait 1 —~ Client changes state to FIN Wait 1 state
FIN _ Server receives the FIN
P ACK Server responds back with ACK to acknowledge
- the FIN
< Close Wait —~ Server changes state to Close Wait. In this state
the server waits for the server application to
close the connection
. ACK Client receives the ACK

< FIN Wait 2 — Client changes state to FIN Wait 2. In this state,
the TCP connection from the client to server is
closed. Client now waits close of TCP
connection from the server end

P Close Server application closes the TCP connection
_ FIN FIN is sent out to the client to close the
= connection
< LCast Ack —~ Server changes state to Last Ack. In this state the
last acknowledgement from the client will be
received
P FIN Client receives FIN
ACK Client sends ACK
Close_Timer Client starts atimer to handle scenarios where
the last ack has been lost and server resends FIN
< Time Wait —~ Client waitsin Time Wait state to handlea FIN
retry
ACK _ Server receives the ACK
< Closed —~ Server moves the connection to closed state
k--.qqe_te____
Close_Timer Close timer has expired. Thus the client end
g connection can be closed too.
< Closed >
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[ Listen on Telnet Port (23) | Telnet server listensto TCP port 23
|
|User initiates Telnet
\
[User types telnet <IP Address>] User invokes the telnet application
| ___Credte _
Prints: Trying to connect to <IP
address>
SYN _ Telnet establishes TCP connection with the
v requested server
_ SYN_ACK
create Telnet server is designed to handle multiple
"""""" > telnet sessions. Thus when atelnet connection
request isreceived, it creates athread to handle
theindividual telnet session. This way the telnet
server isfreeto listen to port 23 for more telnet
requests
[ Listen to Socket | The Telnet thread listens to the socket assigned
for the telnet session
ACK -~
[ Prints connecied to <IP Address> | Telnet notifies the user that it has established the
TCP connection with the destination machine.

Negotiation of Terminal Options

The communication between client and server is handled with internal commands, which are not accessible by users. All internal TELNET
commands consist of 2 or 3-byte sequences, depending on the command type. The negotiation takes placing using such commands.
Commands begin with the Interpret As Command (IAC) character. IAC is defined as 255. When IAC isreceived in atelnet stream, the
receiver interprets the next one or two bytes as command.

Telnet uses "will", "won't", "do" and "don't" commands to negotiate options between the client and server. "Will" shows desire to use, or
confirmation of using, the option indicated by the code immediately following. "Won't" shows refusal to use or continue to use the option.
"Do" requests that other party uses, or confirms that you are expecting the other party to use, the option indicated by the code immediately
following. "Don't" demands that the other party stop using, or confirms that you are no longer expecting the other party to use, the option
indicated by the code immediately following.

do SUPRESS GO AHEAD Half duplex terminals operated with only
w transmission in one direction. Thus a go ahead
signal was used to signal to the other end that it
can transmit. Modern terminals are full duplex
so they can work without a go ahead character.
"Suppress go ahead" requests the other end to
not use use the go ahead signal
will TERMINAL_TYPE Telnet client informs the server that it wishesto
reply ' identify terminal type
P do TERMINAL_TYPE Server responds with the indication that it can
h dont Jreply handle terminal type identification
. SB_REQUEST_TYPE_SE Server requests terminal type. SB and SE
= commands enclose the sub-negotiation bytes
SB VTR20 SE _ Client informs Server that it isusing aVT220
v termina
_ will_ SUPRESS GO_AHEAD Server also signalsthat it will supress go ahead
- dont |reply
P will_ECHO Server saysit iswishesto use echo
- reply
do_ECHO _ Client informs server that iswill support echo
reply o
P do ECHO Client informs Server that it will support echo
- reply
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Welcome_Message

Welcome Message

<
<

Print: Welcome Message

wont_ECHO

<
«

<

dont Jreply

Login_Prompt

Print: Login Prompt

Login_Name _

Login| Name

\ 4

<

Password_Prompt

_Login_Prompt

Login_Name

Password_Prompt

Print: Password Prompt

Client Node Server Node EventHelix.com/EventStudio 2.0
Client Server
User [ Telnet Telnet Server | Telnet Thread | Shell 04-Jul-03 14:29 (Pege 19)
wont_ECHO Client reguest no echo mode
reply o

Server creates an operating system terminal
device. A shell operates with standard input and
output being handled by the Telnet server's
thread

Shell prints a welcome message to standard
output

Telnet thread passes the text message to the
other end

Telnet prints the message on the screen
Server saysit won't echo

Shell displays login prompt

User enterslogin name

Login nameis passed to the shell as standard
input

Shell requests password

Password User enters password
- Password _
- Password
|Text 1s exchanged between the Telnet Server and Telnet —
InputText
- InputText o
- InputText
_ OutputText g
) OutputText B
| Print: Out;ut Text |
CONTROL_D_ User logs out using Control-D
- CONTROL_D Telnet passes Control-D to the remote shell
CONTROL_D_ Control-D kills the shell
< Signal g End of child signal isreceived by the thread
>< Shell is now gone
Signd Thread &l so ends after informing the Telnet

FIN

A

A

ACK

FIN

\ 4

\ 4

ACK

server

Telnet server closes connection

Client closes connection
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This sequence diagram describes the | P messages exchanged between the browser and servers on the internet. The message exchange
presented here was obtained from an older version of EventHelix.com home page. Internet Explorer (IE) with HTTP 1.1 was used for this

message trace.

Thisisatrace of areal page load and shows all the messages that were involved in rendering the complete page. The actua sequence of

packets as seen by the browser is preserved.

URL

www.EventHelix.com

begin

Loading EventHelix.com Home
Page

URL

www.EventHelix.com

DNS_Query

UDP, www.EventHelix.com

DNS_Reply

\ 4

< UDP, IP_address
SYN

IP_address, destin_port = 80, source_port =

3679

ACK

P SYN_ACK
ACK =
HTTP_GET =
HomePage o
begin
L oading home page
P HTTP_200_OK
P HTTP_Continue
| Check for embedded objects |

\ 4

<

HTTP_Continue
| Found image eventhelixlogo.gif |

URL

eventhelixlogo

User enters www.EventHelix.com in as the URL

Loading of the complete web pageisinitiated. The
browser cursor changes to an hourglass

Browser creates anew thread to handlethe HTTP
request

Browser asks the thread to visit www.EventHelix.com

The browser needs to trand ate from EventHelix.com to
an IP address. Thisis accomplished using the Domain
Name System (DNS). A DNS Query message is sent to
the DNS Server defined for the PC. The DNS Request is
sent as a UDP message

DNS Server trand ates from EventHelix.com to the |P
address and replies back

Browser requests a TCP connection with the web
server. The destination port is the well known HTTP
port (80). In this case the source port assigned to the
socket is 3679.

HTTP server sends SYN+ACK

Three way handshake for TCP connection establishment
is complete. The connection is ready for data transfer

Browser sendsaHTTP GET for the home page

Web server finds the page and responds with the page.
The first segment contains the HT TP header with 200
OK code. This TCP segment also piggybacks an
acknowledgement to the HTTP_GET that was sent by
the browser.

If the web server was late in sending HTTP GET, the
TCP layer on the server would have generated an
explicit acknowledgement. See the loading of
eventhelixlogo.gif image

Web server sends the second segment containing more
page data.

The web browser keeps parsing the partial HTML page,
looking for other objects like images that might be
needed to render the page.

TCP on the client machine typically sends an ack every
two segments

Browser parses the received segment and determines
that eventhelixlogo.gif image is needed.

Browser decides that the loading of thisimage should
be handled by a separate thread. Thus the main thread is
requested to obtain the URL.

The decision to spawn athread is based on how much
more data is needed to finish loading the current stream.
In this case the browser decides that there is quite a bit
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of data to be loaded from the base page, thus starting
another HTTP thread should expedite things.
ACK -~ TCP times out for a second segment and decides to send
v the ack only after receiving one segment
. _Cregte > Browser creates anew thread for the request
URL Browser asks the thread to load eventhelixlogo.gif

eventhelixlogo.gif

SYN

»

HTTP_Continue

IP_address| destin_port = 80, source_port = 3680

A

HTTP_Continue

A

ACK

\ 4

HTTP_Continue

A

A

HTTP_Continue

ACK

A

HTTP_Continue

\ 4

ACK

SYN_ACK

\ 4

<«

ACK

\ 4

HTTP_GET

eventhalixiogogit >
HTTP_Continue

A

HTTP_Continue

A

ACK

HTTP_Continue

\ 4

A

ACK

HTTP_Continue

\ 4

A

ACK

HTTP_Continue

\ 4

A

HTTP_Continue

A

L oading eventhelix_heading.gif

HTTP_200_OK

ACK R
end
L oading home page
HTTR GET _
eventhelix_heading.gif g
begin

<«

<
«

HTTP_Continue

ACK

\ 4

HTTP_Continue

A

ACK

HTTP_Continue

\ 4

A

Browser requests a TCP connection with the web
server. The destination port is the well known HTTP
port (80). In this case the source port assigned to the
socket is 3680. This thread will wait for aresponse from
the web server

In the mean while, the home page thread receives more
TCP segments for the page

HTTP server sends SYN+ACK for the second TCP
connection

Three way handshake for TCP connection establishment
is complete. The connection is ready for data transfer

The newly setup TCP connection isused to send a
HTTP GET for eventhelixlogo.gif

In the meanwhile, the browser keeps receiving TCP
segments for the loading of the main page

The browser has finished loading of the main page. It
reuses the same TCP connection to |oad pending images
from the page.

HTTP GET is sent for eventhelix_heading.gif

Web server responds with HTTP 200 OK

Since thisimage islarge, multiple TCP Segments are
needed to load the page
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use case sequel

begin

Loading use case sequence diagram.gif

HTTP_Continue

nce_diagram.gif

\ 4

<

ACK

HTTP_Continue

\ 4

A

ACK

HTTP_Continue

\ 4

A

ACK

end

Loading use_case sequence_diagram.gif

HTTR_GET

\ 4

arrow_trans.gif

ACK

\ 4

<
«

begin

L oading evenhelixlogo.gif

_ HTTP 200 OK

HTTP_GET

join.gif

end

Loading evenhelixlogo.gif

begin

Loading arrow_trans.gif

HTTP_200_OK

o
<«

ACK

begin

Loading join.gif

_ HTTP 200 OK

\ 4

ACK

HTTP_Continue

\ 4

<
«

ACK

end

Loading arrow_trans.gif

\ 4

_HTTP_Continue
ACK

end

Loading join.gif

»

end

Loading EventHelix.com Home
Page

client Internet EventHelix.com/EventStudio 2.0
browser net
manthread | httpthread1 | http thread 2 net 04-Jul-03 14:29 (Page 22)
ACK _
J HTTP_Continue g
ACK _
end
Loading eventhelix_heading.gif
HTTR _GET HTTP GET is sent for another image

Browser sends HTTP GET for arrow_trans.gif

In this case, the web server islate is sending the image,
so the TCP layer sends an explicit acknowledgement.

HTTP GET issent for loading the join.gif image. The
TCP layer also piggy backs an acknowledgement to the
HTTP_200_OK TCP segment received just before this

Loading of the complete web page has been completed.
The browser cursor is restored to a pointer.

[Page Toading fiished

CloseBrowser
— >

Close

\ 4

User closes the browser
Browser releases all active HT TP threads
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FIN _ Send FIN to release the TCP connection
FIN -
_ ACK g ACKsfor FIN received from the network
b  ACK
_ FIN FIN received from the network
b J FIN
ACK R Sending FIN ACK and deleting the thread
X ACK ‘
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