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We recommend going through the following presentation for a good background on LTE keys.
http://www.eventhelix.com/lte/security/lte-security-presentation.pdf 

LTE UE is Provisioned 

UE is powered on 

Authentication 

Enable NAS ciphering and integrity protection 

Enable RRC integrity protection and RRC/User Plane ciphering 
S1AP Initiation Message

Initial Context Setup, UE Security Capabilities, K-eNB 

MME now initiates a security context setup with the
eNodeB. The UE security capabilities and the K-eNB is sent
to the eNodeB.

Generate K-RRC-enc, K-RRC-int keys from the
K-eNB key 

eNodeB derives the RRC encryption and integrity protection
keys from the K-eNB key.

Generate K-UP-enc keys from the K-eNB key eNodeB derives the user plane encryption key from the
K-eNB key.

RRC Security Mode Command
AS Encryption Algorithm, AS Integrity Algorithm,

START for integrity and encryption 

The eNodeB initiates the security mode command to the
UE. The message contains the AS integrity protection and
encryption algorithms. The START parameters are also
included in the message.

RRC Security Mode Complete UE responds with success. This message uses the newly
activated keys to encrypt and integrity protect this message.

S1AP Successful Outcome
Initial Context Setup 

eNodeB responds back to the MME signaling the successful
estblishment of the security context.
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