Component Interfaces (Session with Kerberos Tickets and Security)
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The LAP client requests for a list of the ROOT base object (Click on message name
to see field level details).

The LDAP server replies back with available binding strings. This initial handshake is
used by the LDAP client to display LDAP directories available to the end user. When
the end user initiates a query, it will issue a new search request with LDAP
searchRequest that includes the binding string for the object being searched.

The client asks the Kerberos Ticket Granting Server for a ticket to the LDAP server.

The Kerberos server grants the ticket.

The client uses the Kerberos authenticator and ticket to authenticate with the LDAP
server.

The LDAP server successfully autheticates the user.

Encrypted LDAP search request (Click on message name to see field level details).

Encrypted LDAP search response (Click on message name to see field level details).

Encrypted LDAP message.
Encrypted LDAP message.
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