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This sequence diagram was generated with EventStudio System Designer (http://www.EventHelix.com/EventStudio).

Here we explore the sequence of interactions in a typical FTP (File Transfer Protocol) session.
The example here illustrates the use of multiple TCP connections by FTP. We will cover how FTP
establishes a telnet TCP connection (TCP Port 21) to control the overall flow of the FTP transfer.

Then we examine the use of TCP Port 20 for establishing TCP connections for
directory transfer and file retrieval.

The complete sequence diagram can be divided into the following steps:
- DNS Query to obtain the IP address for the FTP Server
- FTP Telnet connection setup and login. (USER and PASS commands)
- Obtaining a directory listing (PORT and LIST command)
- Changing directory (CWD command)
- Downloading a file using FTP get (PORT and RETR command)
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The FTP client sends a DNS
query for domain name
ftp.any-domain.com

The DNS responds back with
the IP address.

FTP client initiates
establishment of the telnet
session TCP connection by
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The FTP server responds with
SYN+ACK

The client machine responds
with an ACK, this completes the
TCP three way handshake.

The FTP server then sends a
220 response to indicate that
the FTP server is ready to
accept a login.

The client machine
acknowledges the FTP 220
TCP packet.
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User's login name is
transported in a TCP segment.
In this example an anonymous
FTP is being initiated with the
user name "ftp"

FTP server indicates that
anonymous FTP is allowed.

User enters his or her e-malil
address as the password. This
password is being transported
by this TCP segment.

Welcome message after login.

User login notification.

FTP client provides port
number information.

FTP server positively
acknowledges the PORT
command.

User requests a directory
listing.



DNS

FTP Server

FTP Client

Console

User

FTP

150

ftp.resy
Open

onse.code = 1]
ng ASCIlI mod
/bin

b0, ftp.respon's
b data connecti
Is.

p.arg =
bn for

Establish

data port comnection to t

TCP

ransfer dired

SYN

tory listing

\

Src

A

bort = 20, dstpq

TCP SY

rt = 5001, syn

N+ACK

srcport

= 5001, dstport
TCP

=20,syn=1,
ACK

ack =1

src

port = 20, dstpd

rt = 5001, ack

\

Display dir

ectory listin

FTP

226

ftp.res

onse.code = 2,
Transfer

TCP

P6, ftp.respon's
omplete.

ACK

e.arg

Src

hort = 1175, ds
TCP

port = 21, ack
ACK

\

Src

bort = 20, dstpd

rt = 5001, ack

Display dirg

ctory Iistina

Release th
listing

e data port

TCP conneq

TCP FI

tion on com

N+ACK

pletion of th

e directory

tcp.s|

cport = 20, tcp

<

.dstport = 5001

TCP

, tcp.flags.ack

ACK

=1, tcp.flags.ﬁ

" tep.srcport

£ 5001, tcp.dst
TCP FI

ort = 20, tcp.fl
N+ACK

hgs.ack =1

tcp.s|

cport = 5001, {

cp.dstport = 20
TCP

, tcp.flags.ack
ACK

=1, tep.flags.fi

[

tcp.srcport

£ 20, tcp.dstpo

t = 5001, tep.fl

hgs.ack =1 o

Changing ¢

jirectory (CV

CWD <direq

VD comman

a).

orking direc

tory (cwd)

tory-name>

~Change W

TCP

ACK =

(s

.srcport = 21, t
tep.flags)

250 CWD

cp.dstport = 11
ack=1

Successful

rS,

cqd

de = 250, arg 1
succe

CWD commg
ssful.

nd

FTP server notifies the client
that it is about to transfer the
requested listing.

TCP three way handshake for
connection establishment on
port 5001.

The directory listing completion
is signaled by this TCP
segment.

FTP server initiates the release
of the TCP connection used to
transport the directory listing.

User issues the change
working directory command.

FTP server positively
acknowledges the Change
Working Directory command.
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This sequence diagram was generated with EventStudio System Designer (http://www.EventHelix.com/EventStudio).
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